COMMONWEALTH OF KENTUCKY

CLASS SPECIFICATION

	CLASS TITLE:  APPLICATION SECURITY ADMINISTRATOR

	TITLE CODE: 7368 
	GROUP: INFORMATION MANAGEMENT SYSTEMS  

	SELECTION METHOD:                              REV. 
NO. OF TEST QUESTIONS:

SELECTION ID: 9059                        EXAM NO.
	SALARY:  (MIN-MID)  $3553.88 - $4707.96  
GRADE: 16   

SPECIAL ENTRANCE RATE: None  

	POSITIONS IN THIS CLASS GENERALLY REPORT TO: PERSONNEL PROGRAM MANAGER 

	PRIMARY USER AGENCY:  PERSONNEL CABINET

	

	CHARACTERISTICS OF THE CLASS:  CHARACTERISTICS OF A CLASS ARE GENERAL STATEMENTS INDICATING THE LEVEL OF RESPONSIBILITY AND DISCRETION OF POSITIONS IN THAT JOB CLASSIFICATION.

	Under general direction, provides consultative duties in the development, coordination, and implementation of standards and procedures to protect the security of data and information technology activities for large-scale, statewide information technology systems; performs other duties as assigned.



	MINIMUM REQUIREMENTS:  MINIMUM REQUIREMENTS ARE COMPREHENSIVE STATEMENTS OF THE MINIMUM BACKGROUND AS TO EDUCATION, EXPERIENCE, AND OTHER QUALIFICATIONS WHICH WILL BE REQUIRED IN ALL CASES AS EVIDENCE OF AN APPOINTEE'S ABILITY TO PERFORM THE WORK PROPERLY.

	EDUCATION:  Graduate of a college or university with a bachelor's degree.

	

	EXPERIENCE:  Must have two years of systems analysis, business administration, or public administration experience plus one year of experience administering enterprise wide security programs. 

	

	SUBSTITUTION CLAUSE:   

	

	EDUCATION:  Related technical or vocational training will substitute for the bachelor's degree requirement on a year‑for‑year basis.  A master's degree in computer science, information technology, a field related to information technology, business or public administration will substitute for one year of the experience requirement

	

	EXPERIENCE:  Experience in computer programming, systems analysis, information services, research and statistics, business administration, or public administration will substitute for the bachelor's degree requirement on a year‑for‑year basis.

	

	SPECIAL REQUIREMENTS:  (AGE, LICENSURE, REGULATION, ETC.)  None

	


POST EMPLOYMENT REQUIREMENTS:  EMPLOYEES IN THIS CLASS WILL BE REQUIRED TO OBTAIN CREDENTIALS OUTLINED BELOW WITHIN A REASONABLE TIME, OR IF EMPLOYEES POSSESS SUCH CREDENTIALS AT THE TIME OF HIRE THEY WILL BE REQUIRED TO MAINTAIN THOSE CREDENTIALS SO LONG AS THEY ARE EMPLOYED IN THIS CAPACITY.  IT IS THE RESPONSIBILITY OF THE EMPLOYING AGENCY TO VERIFY THE ATTAINMENT AND/OR MAINTENANCE OF THESE CREDENTIALS, TO REMOVE FROM THIS CLASS ANY EMPLOYEE WHO DOES NOT ATTAIN OR MAINTAIN THESE CREDENTIALS, AND TO ASSURE THAT ANY EMPLOYEE WHO PERFORMS THESE FUNCTIONS, WITHOUT REGARD TO THE CLASS THEY ARE IN, HAVE THE APPROPRIATE CREDENTIALS.
None

	EXAMPLES OF DUTIES OR RESPONSIBILITIES OF THE CLASSIFICATION:  EXAMPLES OF DUTIES OR RESPONSIBILITIES ARE NOT TO BE CONSTRUED AS DESCRIBING WHAT THE DUTIES OR RESPONSIBILITIES OF ANY POSITION SHALL BE AND ARE NOT TO BE CONSTRUED AS LIMITING THE APPOINTING AUTHORITY'S ABILITY TO ADD TO, OR OTHERWISE ALTER THE DUTIES AND RESPONSIBILITIES OF A POSITION.  THE USE OF AN INDIVIDUAL EXPRESSION OR ILLUSTRATION AS TO DUTIES OR RESPONSIBILITIES SHALL NOT BE REGARDED AS EXCLUDING ASSIGNMENT OF OTHERS NOT MENTIONED WHICH ARE OF SIMILAR KIND OR QUALITY.


Develops standards, procedures and guidelines necessary to ensure appropriate information technology security for large-scale, statewide applications.  Works with business units and with other areas to identify security requirements using methods that may include risk analysis and business impact assessments.   Develops strategies and plans to achieve security requirements and address identified risks.   Approves plans for security of protected data in information technology environments.  Evaluates implementation of security policies and controls and reports on the  effectiveness of compliance to security requirements.   Investigates breaches of security and reports to management as appropriate.  Responsible for the review of information technology security considerations in light of technical, environmental, or statutory changes as they occur.   Serves as a consultant and reviews all matters impacting information technology security and contingency planning. 
Administers security software through evaluation and assignment of appropriate security roles and access levels for accounts requiring access to protected systems.   Assists in evaluation and assignment of risk factors to multiple applications or data sets.   Coordinates with technology specialists  and other support groups to ensure that system security mechanisms are implemented properly.   Maintains awareness of current information technology developments, products, security solutions and best practices.   Provides training on the administration of data security software.
	TYPICAL WORKING CONDITIONS AND UNIQUE PHYSICAL REQUIREMENTS:  INCUMBENTS IN THIS CLASSIFICATION WILL TYPICALLY PERFORM THEIR PRIMARY JOB DUTIES UNDER THESE CONDITIONS, HOWEVER, THESE CONDITIONS MAY CHANGE ON OCCASION IN PERFORMING THE DUTIES OF AN INDIVIDUAL POSITION.


Work is typically performed in an office setting.

	ADDITIONAL REQUIREMENTS:  


Applicants and employees in this classification may be required to submit to a drug screening test and background check.  

	DATE CLASS ESTABLISHED: 2/16/10  
	DATE OF LAST REVISION: 6/16/10  

	THE COMMONWEALTH OF KENTUCKY DOES NOT DISCRIMINATE ON THE BASIS OF RACE, COLOR, RELIGION, NATIONAL ORIGIN, SEX, AGE, DISABILITY, OR VETERAN STATUS IN EMPLOYMENT OR OTHER PROVISION OF SERVICES.  REASONABLE ACCOMMODATIONS ARE PROVIDED UPON REQUEST.


