COMMONWEALTH OF KENTUCKY

CLASS SPECIFICATION

	CLASS TITLE:  FORENSIC COMPUTER EXAMINER III

	TITLE CODE:  4077
	GROUP:  HEALTH SCIENCE AND LABORATORY

	SELECTION METHOD:  100% QUAL      REV. 11-06
NO. OF TEST QUESTIONS:

SELECTION ID:  8969                          EXAM NO.
	SALARY:  (MIN-MID)  $3553.88 - $4707.96
GRADE:  16
SPECIAL ENTRANCE RATE:  No

	POSITIONS IN THIS CLASS GENERALLY REPORT TO:  CHAPTER 16 PERSONNEL

	PRIMARY USER AGENCY:  DEPATMENT OF STATE POLICE

	

	CHARACTERISTICS OF THE CLASS:  CHARACTERISTICS OF A CLASS ARE GENERAL STATEMENTS INDICATING THE LEVEL OF RESPONSIBILITY AND DISCRETION OF POSITIONS IN THAT JOB CLASSIFICATION.

	Performs advanced forensic examinations of computers, networks and digital devices, including digital storage media, for the purpose of identifying and collecting data for introduction as evidence in court or other legal proceedings.  Acts an advisor in the specialty area of computer forensics and coordinates the work of Forensic Computer Examiners; and performs other duties as assigned.  



	MINIMUM REQUIREMENTS:  MINIMUM REQUIREMENTS ARE COMPREHENSIVE STATEMENTS OF THE MINIMUM BACKGROUND AS TO EDUCATION, EXPERIENCE, AND OTHER QUALIFICATIONS WHICH WILL BE REQUIRED IN ALL CASES AS EVIDENCE OF AN APPOINTEE'S ABILITY TO PERFORM THE WORK PROPERLY.

	EDUCATION:  Graduate of a college or university with a bachelor’s degree in computer science, information services, data communications and networks or digital forensic studies, or a related field.  

	

	EXPERIENCE:  Must have four years of experience performing forensic examinations of computers, networks or other digital devices for a law enforcement agency.

	

	SUBSTITUTION CLAUSE:   

	

	EDUCATION:  Additional education (i.e. associate’s degree plus technical school, etc.) in the field of computer science, information services, data communications and networks, digital forensic studies or a related field will substitute for the bachelor’s degree on a year for year basis. 

	

	EXPERIENCE:  Experience working with computers and /or digital networking devices will substitute for the education on a year for year basis.   

	

	SPECIAL REQUIREMENTS:  (AGE, LICENSURE, REGULATION, ETC.) 



	Must possess a valid driver’s license.  Must possess Computing Technology Industry Association (CompTIA) A+ certification.  For additional information refer to www.comptia.org  


POST EMPLOYMENT REQUIREMENTS:  EMPLOYEES IN THIS CLASS WILL BE REQUIRED TO OBTAIN CREDENTIALS OUTLINED BELOW WITHIN A REASONABLE TIME, OR IF EMPLOYEES POSSESS SUCH CREDENTIALS AT THE TIME OF HIRE THEY WILL BE REQUIRED TO MAINTAIN THOSE CREDENTIALS SO LONG AS THEY ARE EMPLOYED IN THIS CAPACITY.  IT IS THE RESPONSIBILITY OF THE EMPLOYING AGENCY TO VERIFY THE ATTAINMENT AND/OR MAINTENANCE OF THESE CREDENTIALS, TO REMOVE FROM THIS CLASS ANY EMPLOYEE WHO DOES NOT ATTAIN OR MAINTAIN THESE CREDENTIALS, AND TO ASSURE THAT ANY EMPLOYEE WHO PERFORMS THESE FUNCTIONS, WITHOUT REGARD TO THE CLASS THEY ARE IN, HAVE THE APPROPRIATE CREDENTIALS.
Must maintain a valid driver’s license for the length of employment in this classification.   
Within six months of appointment into this classification an employee must obtain the Computing Technology Industry Association (CompTIA) Network+ certification.  For additional information refer to www.comptia.org   Once certification is received it must be maintained for the length of employment in this classification.        

Must maintain Computing Technology Industry Association (CompTIA) A+ certification for the length of employment in this classification. 
	EXAMPLES OF DUTIES OR RESPONSIBILITIES OF THE CLASSIFICATION:  EXAMPLES OF DUTIES OR RESPONSIBILITIES ARE NOT TO BE CONSTRUED AS DESCRIBING WHAT THE DUTIES OR RESPONSIBILITIES OF ANY POSITION SHALL BE AND ARE NOT TO BE CONSTRUED AS LIMITING THE APPOINTING AUTHORITY'S ABILITY TO ADD TO, OR OTHERWISE ALTER THE DUTIES AND RESPONSIBILITIES OF A POSITION.  THE USE OF AN INDIVIDUAL EXPRESSION OR ILLUSTRATION AS TO DUTIES OR RESPONSIBILITIES SHALL NOT BE REGARDED AS EXCLUDING ASSIGNMENT OF OTHERS NOT MENTIONED WHICH ARE OF SIMILAR KIND OR QUALITY.


Conducts the most complex and technical forensic examinations of computers and other digital devices, including storage media.  Responsible for documenting investigative reports.  Uses forensic examination software, such as EnCase and FTK, conducts complex digital forensic examinations, performs duties in breaking advanced encryption techniques and performs analysis on digital devices with volatile memory capacities.  Performs technical research on the internet regarding the application, configuration and operation of digital networking and storage devices.  Researches and maintains knowledge of current development in the field of computer forensics by attending related training courses, seminars, and conferences.  Provides technical expertise and support to state and local law enforcement agencies on issues relating to the seizure, operation and forensic examination of computers and other digital devices and storage media.  Trains for and participates in mock trials.  Prepares reports on the results of the computer/digital analyses for court purposes.  Receives evidence and is responsible for its security until returned to the submitting officer or agency.  Reviews technical forensic computer literature and attends conferences and training courses to maintain analytical techniques.  Provides technical assistance to agency personnel.  Presence may be required at crime scenes to assist with evidence gathering and processing.  Enforces departmental procedures as they relate to forensic computer laboratory operations.  Prepares evidence for presentation in court and may testify in court as an “expert witness” regarding examination results.

	TYPICAL WORKING CONDITIONS AND UNIQUE PHYSICAL REQUIREMENTS:  INCUMBENTS IN THIS CLASSIFICATION WILL TYPICALLY PERFORM THEIR PRIMARY JOB DUTIES UNDER THESE CONDITIONS, HOWEVER, THESE CONDITIONS MAY CHANGE ON OCCASION IN PERFORMING THE DUTIES OF AN INDIVIDUAL POSITION.


Work is usually performed in a secure, office setting.  Work is performed with computers and peripherals used for the forensic examination of digital evidence.  May accompany investigators to crime scenes to perform digital forensic examinations on computers, networks, and media.  May be required to life 50 pounds or less.  
	ADDITIONAL REQUIREMENTS:  


Applicants and employees in this classification may be required to submit to a drug screening test and background check.  

	DATE CLASS ESTABLISHED:  11/16/2006 
	DATE OF LAST REVISION:  

	THE COMMONWEALTH OF KENTUCKY DOES NOT DISCRIMINATE ON THE BASIS OF RACE, COLOR, RELIGION, NATIONAL ORIGIN, SEX, AGE, DISABILITY, OR VETERAN STATUS IN EMPLOYMENT OR OTHER PROVISION OF SERVICES.  REASONABLE ACCOMMODATIONS ARE PROVIDED UPON REQUEST.


