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Agency Security Contact 
Responsibilities

Page 3



Agency Security Contact (ASC) - Liaison between Agency and Personnel 
Cabinet for System Access whose primary responsibilities are to:

• Request access, and any changes to access, to Personnel Cabinet Systems

• Ensure requested access is authorized and appropriate – HRG access is allowed for 
Contract Employees with DHRA approval

• Ensure iSTEP and any other required training has been completed prior to requesting 
access (see page 7)

• Ensure Personnel Cabinet Access Requests & revokes are submitted correctly

• Notify employees when access has been granted

• Do a quarterly review/clean up of Access for all systems (see PPSS instructions)

• Notify Personnel Cabinet of changes to Agency Head/Designee or ASC

• Report security breaches to the Personnel Cabinet’s Access Control Branch

• Reinforce position-based security in KHRIS with other HR Staff
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Agency Security Contact Process
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Website for Agency Security Contact
https://hr.personnel.ky.gov/Pages/AccessControl.aspx

(Once you are a ASC, you can access the link above to review/submit Access 
Requests)

Content includes:

• Security procedures for access to Personnel Cabinet Systems

• Memorandum of Agreement

 Agreement between Personnel Cabinet and Agency concerning use of Personnel Cabinet Systems

• Agency Security Contact(s) Designation/Removal Form 

• Exception Letter Template

• Agency Roles Document. To further assist ASCs with knowing exactly which training is required for each 
role, we have updated the Agency HR Roles document. 

• Instructions on how to view users training transcript in MyPurpose. It is imperative that ASCs are 
confirming that any training required for a particular security role have been completed by the user 
before requesting access. The ASC will verify training in MyPurpose. 

• Agency Security Contact Agreement

 Acknowledge understanding of ASC’s responsibilities

Page 6

Agency Security Contact Process

https://hr.personnel.ky.gov/Pages/AccessControl.aspx


Security Concepts
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Security Concepts 

Employee ID Found on IT 0105 Subtype 0001

User ID Stores inherited access from Positions

Position Stores Role and Organizational Unit assignments

Role Grouping of activities required for a business function. Roles consist of transaction 
codes and permissions.  

Single Role An independent role

Composite Role A grouping of two or more single roles

Transaction Code Shortcut command to access SAP initial screens e.g., PA20, PPOSE, SU53

Infotype Logical grouping of HR data

Structural Authorization Access to information associated with OM objects (such as 
organizational unit, position, person)

KHRIS Security Terms
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Security Concepts

PA Actions drive gaining or losing KHRIS 
access

• Hire/Rehire (Appointment, Rehire, BN Begin Participation, BN 
Rehire, State Active Duty Hire)

• Separation/Retire/BN End Participation (Training-required roles 
are delimited on vacant positions)

• Position Change (including reclassifications)

Note: Re-using or re-purposing a position could result in 
unintentional access for the new position holder.  This is 
why it is important to check the position to verify the 
access assigned to the position is appropriate
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Security Concepts

KHRIS Security Design (USERS)

• Creation/Renewal of User ID with Current Employee ID

• Revoke of User ID

PA  ACTION USER ID

CREATES

PA  ACTION USER ID
LOCKS

REMOVES

ACCESS

RENEWS



Page 11

Security Concepts

KHRIS Security Design (ROLES)

User ID inherits roles assigned to position when changing positions (except 
training required roles)

ROLES POSITIONS
ASSIGNED 

USER ID PERSON
TIED TO 

ASSIGNEDTRANSFER TO



Access Review
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Access Review- KHRIS

Review Role and Organizational Unit Assignments on Position

Prior to submitting request for KHRIS access

Transaction PO13D – Display Position, IT1001 - Relationships

Page 13



Access Review- KHRIS

IT1001 - Relationships

‘AG’ entries 
show Roles 

Assigned

‘AZ’ entries 
show Org 

Units 
Assigned
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Access Review- KHRIS Reporting

Transaction PPSS – Display Structure

• Report to see Mass Access per Organizational Unit

• Executed quarterly by Agency Security Contact
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Transaction S_BCE_68002041 – Executable Transactions

• Report to see all transactions available for execution in a Role

KHRIS Access Review - Reporting
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Access Review - Document Direct and MyPurpose

ASCs will need to quarterly review their user’s who have Document 
Direct and MyPurpose access

• For Document Direct please contact Shane Riddle, COT @ 
Shane.Riddle@ky.gov and you will need to provide him with the 
mainframe ID of your employees

• For MyPurpose & KHRIS please contact ACB (Access Control 
Branch), Personnel Cabinet @ pers.acb@ky.gov
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Access Request Process
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Access Request Process - HR Portal

https://hr.personnel.ky.gov/Pages/default.aspx

https://hr.personnel.ky.gov/Pages/default.aspx


Page 20

Access Request Process – System Support
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Access Request Process – Request User Access
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Access Request Process – Login Page
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Access Request Process – Supporting Documentation
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Access Request Process – Supporting Documentation



Access Request Process

Allows for the request of KHRIS, Workflow, OM Leave Sharing Coordinator, Document Direct, EBI, 
My Purpose
• Select request type from the drop-down list (Add, Change or Revoke)
• Type or select the requested action date
• Enter Employee ID and hit Enter or Tab key and data will be populated
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Access Request Process 

• Revoke Emergency

– KHRIS - User ID will be locked and expired (before PA action removes all access 
from person occupying position)

– MyPurpose, Document Direct and Workflow can also be revoked for emergency 
purposes

• Revoke Selected Role(s) from Position - to delimit role on position. This removes 
selected role(s) from person occupying position – KHRIS

• Revoke All Roles from Position - to delimit roles on position. This removes selected 
roles from person occupying position – KHRIS
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Access Request Process 

This is an example of an Emergency Revoke of KHRIS access.  For Emergency Revoke the User ID 
will be locked and expired (before PA action removes all access from person occupying position) 
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Access Request Process 

This is an example of “Revoke Selected Role(s) from Position”
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Access Request Process 

This is an example of “Revoke All Roles from Position”
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Access Request Process 

This is an example of revoking MyPurpose ATS-Recruitment access 
and transferring requisition ownership. 
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Access Request Process 

This is an example of what “Change” means when selected and 
training verification
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Access Request Process- KHRIS 
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This is an example of Add or Change for KHRIS access



Access Request Process - KHRIS

Select for 
External 

ORG access

Justification for 
External ORG 

access

List KHRIS 
ORG Number

Choose 
Roles
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Access Request Process - Leave Sharing
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This is an example of Add or Change for OM Leave Sharing Coordinator access

Access should be assigned to the highest parent org for which the user 
has Leave Sharing responsibility



Access Request Process- Workflow
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This is an example of Add or Change for Workflow access
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• OM/PA Workflow Actions
→ Are assigned at Agency (Cab/Dept) level orgs

• Should be assigned to the highest parent org for which the user has responsibility
→ Are assigned to Positions
→ For Action Reasons (not currently Reason Types)
→ Require at least 1 Agency level, can have up to 6 levels
→ Workflow Substitutions
→ There are 2 types of groups that handle Actions: Initiators and Approvers
→ WF Access is only required for an HRG that needs to be an approver
→ If you only want the HRG to initiate actions then, NO WF Access is required (this only requires the 

appropriate security role)
→ Your organization can have a maximum of 6 levels of approval
→ There must be at minimum 1 Non-Vacant position at every approval level defined for your organization 

or the Workflow for that Action will fail. Example: if you have 3 levels of approval required for an action 
and the only Level 2 approvers position was vacated before obtaining the Level 2 approval, the WF will 
fail

• Examples:
1. An HRG is an initiator only and another HRG or Manager is a Level 1 approver
2. An HRG is an initiator, another HRG is the Level 1 approver, and a Manger is a Level 2 approver
3. An HRG is an initiator, does their own Level 1 approval, and no other approval is required
4. An HRG is an initiator, does their own Level 1 approval, and a Manager is a level 2 approver

Access Request Process- Workflow



Access Request Process-Document Direct

→ Legacy ID = Mainframe 
ID (created by COT)

→ 13 digit Organization 
Number (i.e. 55-999-99-99-
99-99) Cabinet - Unit

→ Report Names = “All 
Personnel & Payroll” or “All 
PERPAY” reports

→ Justification required for 
outside Organization 
Number
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Access Request Process- MyPurpose
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This is an example of Add or Change for MyPurpose ATS-
Recruitment access. Note: When requesting Agency HR 
Access, if access needed is different than KHRIS ORG # 
populated at the beginning, please add additional access 
needed in the comments field. 



Access Request Process- MyPurpose

This is an example of Add or Change for MyPurpose LMS-
Learning access
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Access Request Process- MyPurpose

This is an example of Add or Change for MyPurpose EPM-
Performance access



Access Request Process- EBI Pathlore

This is an example of Add or Change for EBI access
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Access Request Process- Submit

When you submit your request, any error messages will appear 

in the area directly above the “submit” button
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Access Request Process- Submit

Once you have submitted your request, your ticket number will appear 

on your screen. You will also receive an email with your ticket number.  
Please retain this information in case you need to check on the status of 
your request.
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Access Request Process- Submit

If multiple systems are selected, you will see a ticket number for each 

processing area.  You will also receive a separate email for each ticket 
number.  Please retain this information in case you need to check the 
status of your requests.
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Access Request Process- Helpful Reminders
• Always review transaction PO13D Infotype 1001 - Relationships to ensure correct Position access

• Obtain “Employee Information” from transaction PA20 If employee is a Non-Paid Contractor, please mark on the form in the Employee Information 
section and also include the Contractor End Date.

• Assign only the Highest Organizational Unit needed. Access to lower organizational units inherently provided

• Do not assign any of the following roles to the position if the ZC:HR_GENERALIST role is assigned to the position. These single roles are part of 
ZC:HR_GENERALIST. If adding ZC:HR_GENERALIST to the position, also submit a revoke to remove any of the above single role(s) if on the position. 

ZP:FN_COLD_P1_DOCS_ALL

ZP:FN_EMPLOYEE_RECORDS_ALL

ZS:OM_HR_RELATIONSHIPS_AGENCY

ZS:PA_AGENCY_EVAL_LIASION

ZS:PA_AGENCY_HR_REPORTING

ZS:TM_ADMINISTRATOR

ZS:TM_REPORTING

ZP:BN_INS_COORD_CW_PAID_I

ZP:FN_REGISTER_VERIF

ZP:FN_W2_ALL

ZS:OM_HR_PROCESSOR_AGENCY

ZS:OM_HR_RECRUITMENT_AGENCY

ZS:PA_HR_ADMINISTRATOR_AGENCY

ZS:PY_GARNISHMENT_FICO_OBJ

ZS:PY_OFFICER_SUPER_USER_AGCY

•Always remember to treat a request form with an employee’s name and employee id as in electronic or printed form

•Avoid submitting a Revoke request before PA action clears

•Do not request to assign an existing Role listed on PO13D unless associating to a new Organizational Unit

•If you need access revoked for My Purpose, Document Direct (contractor access only) you must submit a request

•Reinforce Position Based Security in KHRIS with all other HR Staff

•NIST 800-122 http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf and HIPAA both require access be limited to the minimum necessary to 
perform job functions
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Contact Information

If you have any questions or need assistance, please contact the 
Access Control Branch (ACB) at pers.acb@ky.gov
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